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SECURITY FOR MAIL SERVER

Keep your corporate mail system
free of spam and malware

Email has become a major channel for malware distribution.

Virus outbreaks cause companies significant financial damage

by undermining the integrity and confidentiality of their information.

In addition, companies face considerable losses due to employees needing
to delete hundreds of unwanted messages from their mailboxes each day.
The extra traffic caused by such unwanted mail has to be paid for too.

Kaspersky Security for Mail Server is a High Value solution from Kaspersky Lab that is easy
to install and use. It effectively protects traffic running through mail and groupware servers
from the latest malware and spam.

The solution includes refreshed applications that ensure the security of all popular mail
servers, including Microsoft® Exchange, Lotus® Domino®, Sendmail, gmail, Postfix, Exim and
CommuniGate Pro. Kaspersky Security for Mail Server can also be used to set up a dedicated
mail gateway and works seamlessly in even the most complex heterogeneous infrastructures.

KEY BENEFITS

PROTECTS MAIL SERVERS AND COLLABORATION PLATFORMS

Kaspersky Security for Mail Server works to protect mail on the latest versions of major mail and collaboration
platforms, including: Microsoft® Exchange, IBM Lotus® Domino® (installed on Windows® or Linux platforms) and Linux-
based mail servers.

REDUCES TRAFFIC LOAD
Intelligent spam filtering significantly reduces traffic load in your organization.

OPTIMIZE SYSTEM RESOURCES
A new antivirus engine, load balancing of server resources, optimized antivirus scanning technology and the option to
exclude specified objects from scanning increase performance and reduce the resources needed to perform antivirus scans.

CONTROL WITH EASE
Simple, user-friendly management tools, information on mail protection status, plus flexible settings for scans
and reporting give you efficient control of your mail and document security.

STAY UP TO DATE
Frequent database updates mean proactive protection against the very latest malware and spam, while enhanced
performance efficiency means you get the protection you need with less system resource usage.

ENSURE EFFICIENCY
Kaspersky Security for Mail Server’s reliability and high performance ensure uninterrupted operation and effective
execution of your company’s business processes.

SUPPORT FOR VIRTUALIZATION
VMware Ready certification ensures proven reliability for virtual environments.



HIGHLIGHTS ADMINISTRATION

e Award-winning anti-malware engine e Easy installation, flexible management and
e High performance cloud-assisted anti-spam engine regular updates
e Consistently excellent detection rates, validated by third- ¢ Role-based administration
party test organizations e Product status notification system
e Broad-based protection for heterogeneous enterprise e Comprehensive reports on network protection status

environments
e Superior performance with minimal system
resource utilization
¢ Flexible management and easy administration helps
to reduce Total Cost of Ownership
e World-class trusted, fast and responsive global support

PROTECTED POINTS

¢ Microsoft® Exchange Servers 2003, 2007, 2010

¢ IBM® Lotus® Domino® (v. 6.5, 7.0, 8.0, 8.5)

¢ Linux-based mail servers: Sendmail, gmail, Postfix, Exim
and CommuniGate Pro

PRODUCT FEATURES

EFFECTIVE ANTI-MALWARE AND ANTI-SPAM PROTECTION

e Support for current versions of Microsoft® Exchange
Server and IBM® Lotus® Domino®

e Support for Sendmail, gmail, Postfix, Exim and
CommuniGate Pro mail servers

e Real-time anti-malware protection

e Efficient protection against spam — the new anti-spam
engine blocks more than 99% of unwanted email

e Real-time protection against advanced persistent threats
and unknown exploits with ZETA Shield
(Kaspersky Security for Linux Mail Server only)

e On-schedule scanning of emails and Lotus Domino
databases

e Cloud-assisted Scanning of all messages for spam on
the Microsoft® Exchange server, including public folders,
using the Kaspersky Security Network

e Enforced anti-spam updates service supporting
Microsoft® Exchange Server 2007 clusters and DAG for
Microsoft® Exchange Server 2010

e Scanning of messages, databases and other objects
on Lotus® Domino® servers

e Optimized usage of system resources

e Filtration of messages by attachment type

e Easy and convenient anti-malware and anti-spam
database update process

e Backup storage of data prior to disinfection or deletion

e Scalability and fault tolerance

e VMware Ready

How to buy

Kaspersky Security for Mail Servers is included
in Kaspersky Total Security for Business.

Kaspersky Security for Mail Server can also be
purchased separately. Contact your reseller for
details and pricing.
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» KASPERSKY LAB
GLOBAL OFFICES

KASPERSKY LAB GLOBAL HQ

10/1, 15t Volokolamsky Proezd, Moscow, 123060, Russian Federation
Tel: +7 495-797-8700. E-mail: info@kaspersky.com

ARGENTINA
Ing. Butty 240-40, Buenos Aires, CLOO1AFB, Argentina
Tel: +54 11-4590-2200

AUSTRALIA AND NEW ZEALAND
7/75 Lorimer Street, Docklands 3008,
Victoria, Australia

Tel: +61 3-9005-1669

E-mail: anz_sales@kaspersky.com

AUSTRIA

Kaspersky Labs GmbH, Niederlassung Osterreich,
Wienerbergstrasse 11/12a, A-1100 Wien, Austria
Tel: +43 (0) 1-99-460-6400

E-mail: Austria@kaspersky.at

BELARUS, UKRAINE, MOLDOVA

Office 312, 3 Sholudenko Street, Kiev, 01135, Ukraine
Tel: +38 044-495-2605

E-mail: info@ua.kaspersky.com

BENELUX
Papendorpseweg 79, 3528 BJ Utrecht, The Netherlands
Tel: +31 (0)30-752-9500. E-mail: info@kaspersky.nl

BRAZIL

Av. Queiroz Filho. 1.700, Torre A, Conjunto 307,
Alto de Pinheiros, Sao Paulo-SP, 05319-000
Tel: +5511-3443-1706

CANADA

15 Allstate Parkway, 6th Floor, Markham,

Ontario, L3R 5B4, Canada

Tel: +1 905-415-4594. Toll Free: +1 866-295-8503.

CHINA

12th Floor, Tower B, GeHua Building, 1#Qing Long
Bystreet, Dongcheng District, Bejing 100007, China
Tel: +86 108-418-6111 / +86 400-611-6633
E-mail: klc@kaspersky.com.cn

N-305, North Tower, Software Building, 4th Avenue
80#, Tianjin Economic-Technological Development
Area, 300457, China. Tel: +86 22-6621-1221

Room 201, 202 and 210, Block 8, KIC Plaza,
398 Songhu Road, Yangpu District, Shanghai
200433, China. Tel: +86 21-6056-7999

FRANCE

2 rue Joseph Monier, Immeuble I'Europeen,
Batiment C, 92500 — Rueil Malmaison/ZAC.
Rueil 2000, France, Tel: +33 825-888-612

GERMANY

Despag-Strasse 3, D-85055 Ingolstadt, Germany
Tel: +49 841-981-890

E-mail: info@kaspersky.de

HONG KONG

Room 2502, 25/F Manhattan Place,

23 Wang Tai Road, Kowloon Bay, Kowloon, Hong Kong
Tel: +852 3559-9200

E-mail: enquiry@kasperskyasia.com

IBERIA (Spain, Portugal)

Ciudad de la imagen C/Virgilio, 25A, 28223 —
Pozuelo de Alarcon, Madrid, Spain

E-mail: ventas@kaspersky.es

INDIA

Level 7, Maximus Towers Building 2A, Mindspace
Complex, Hitech City, Hyderabad, India 500 081
Tel: +91 40 40339680

E-mail: india.info@kaspersky-asia.com

Office No. 801 & 808, 8th Floor, Platinum Techno
Park, Plot No. 17 & 18, Sector 30A, Vashi,

Navi Mumbai, India-400 705

Tel: +91 22 61992525

ITALY

via Francesco Benaglia 13,
00153 Rome

Tel: +39 06 588-91

E-mail: info@it.kaspersky.com

JAPAN

Sumitomo Fudosan Akihabara Bldg. 7F, 3-12-8 Soto-
kanda Chiyoda-ku, Tokyo 101-0021, Japan

Tel: +81 3-3526-8520

E-mail: sales@kaspersky.co.jp

KAZAKHSTAN

Office 309, Kazybek Bi, 20A, Aimaty, 050010,
Kazakhstan, Tel: +7 727 2910007, 291 9799
E-mail: info@kz.kaspersky.com



KOREA

Floor 14, Yundang Building 144-23, Samsung-dong,
Kangnam-gu, Seoul, Korea (135-877)

Tel: +82 2-508-8789

E-mail: info@kaspersky.co.kr

MALAYSIA

Level 11-02, Block A, PJ8, No. 23 Jalan Barat,
Seksyen 8, 46350 Petaling Jaya, Selangor Darul
Ehsan, Malysia

Tel: +603 7962-6788

E-mail: info@kaspersky.com

MEXICO

Patriotismo No. 229, Piso 8, Col. San Pedro de los
Pinos, C.P. 030800, Mexico

Tel: +52 55-2881-0430

MIDDLE EAST FZ-LLC

Office 808, Arenco Building,
Dubai Internet City, Dubai, UAE
E-mail: sales@ae.kaspersky.com

NORDICS
Kista Tower, Farogatan 33, 16440 Kista, Sweden
E-mail: info@kaspersky.se

POLAND

27A. ul. Krotka, 42-200, Czestochowa, Poland
Tel: +48 34-368-18-14

E-mail: info@kaspersky.pl
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ROMANIA

Bd. Dacia 130A, et. 3, ap. 8, Bucuresti,
sector 2, cod 020056, Romania

Tel: +40 212-107-718

E-mail: office@kaspersky.ro

RUSSIA

47/3 Leningradskii Prospekt, 3rd Floor,

Moscow, 125167, Russian Federation

Tel: +7 (495) 737-34-12. E-mail: info@kaspersky.ru

SWITZERLAND

Kaspersky Labs GmbH, Allmendstr. 1,

CH-6312 Steinhausen/Zug, Schweiz

Tel: +49 841-981-890. E-mail: info@kaspersky.de

TURKEY

Blyukdere Cad. No:127,

Kempinski Residence Kule-B/1702, Esentepe, Sisli,
34394 Istanbul, TURKIYE

Tel: +90 212-215-2434

E-mail: sales@tr.kaspersky.com

UNITED KINGDOM

Kaspersky Lab UK Ltd., 97 Milton Park, Abingdon,
Oxfordshire, OX 14 4RY

Email: info@kasperskylab.co.uk

USA

500 Unicorn Park, 3rd Floor, Woburn,
Mass 01801, USA,

Tel: +1 866-328-5700 (Toll Free)
E-mail: info@us.kaspersky.com
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