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SECURITY FOR
INTERNET GATEWAY

The first layer of defense

Secure Internet access for all employees in an organization is one of the
central pillars of any business security strategy. Kaspersky Security for
Internet Gateway is a world-class anti-malware solution that ensures
secure Internet access for a company’s entire workforce, automatically
deleting malicious and potentially dangerous programs from data

traffic entering the local network via HTTP, HTTPS, FTP, POP3 and

SMTP protocols.

Kaspersky Security for Internet Gateway helps to reduce the costs associated with web
threats by preserving valuable network bandwidth and ensuring malware threats do not
interrupt business operations.

Optimized scanning technology, high performance and support for the latest platforms
make Kaspersky Security for Internet Gateway a high value solution for medium and large
organizations handling considerable network traffic volumes.

KEY BENEFITS

HIGH PERFORMANCE AND RELIABILITY
A new, powerful antivirus engine plus optimized, intelligent scanning technology and load balancing increase
performance and reduce the resources needed for virus scanning.

REAL-TIME PROTECTION
Frequent database updates provide always-on, proactive protection against the latest known and potential threats.

MULTI-PLATFORM SUPPORT
Kaspersky Security for Internet Gateway supports most popular gateways based on the Windows® and Linux platforms.

SUPPORT FOR MICROSOFT FOREFRONT TMG
Kaspersky Security for Internet Gateways supports Microsoft® Forefront® TMG, a product which replaces Microsoft® ISA
Server, providing effective anti-malware protection for corporate networks.

POWERFUL MANAGEABILITY AND REPORTING SYSTEM
Simple, user-friendly management tools, protection status information, flexible scanning settings and reporting systems
ensure efficient security control.

VERSATILITY
In addition to providing web protection, the solution can be used to protect corporate mail (for Microsoft® ISA/TMG).

SUPPORT FOR VIRTUALIZED NETWORK INFRASTRUCTURE
Kaspersky Security for Internet Gateway is VMware Ready certified, and offers proven reliability for virtual environments.



HIGHLIGHTS ADMINISTRATION

e Award-winning anti-malware engine

e Consistently excellent detection rates, validated by third-
party test organizations

e Superior performance with minimal resource utilization

e Flexible management and easy administration helps to
reduce Total Cost of Ownership

e World-class trusted, fast and responsive global support

Convenient installation, management and updates
Flexible system of scanning

Product status notification system

Comprehensive reports on network protection status

PROTECTED POINTS

e Microsoft® Forefront® TMG

e Microsoft® ISA Servers

e Proxy Servers: Squid or ICAP compatible

PRODUCT FEATURES

e Integrated protection from all types of
malicious programs
e Real-time scanning of Internet traffic using HTTP, HTTPS,
FTP, POP3 and SMTP protocols
e Detection of potentially hostile programs
e Protection for Microsoft® Forefront® TMG Standard
Edition 2010
e Protection for Squid or ICAP compatible proxy servers
Wide variety of policy management and
configuration tools
Load balancing of server processors
Scalability and fault tolerance
Backup storage
Real-time monitoring of the application’s status
for Microsoft® ISA Server and Forefront® TMG)
Email traffic protection
e Scanning of VPN-connections
(for Microsoft® ISA Server and Forefront® TMG only)
e Scanning of traffic to published servers
(for Microsoft® ISA Server and Forefront® TMG)
e VMware Ready certification

How to buy

Kaspersky Security for Internet Gateway
is included in Kaspersky Total Security for
Business.

Kaspersky Security for Internet Gateway can
also be purchased separately. Contact your
reseller for details and pricing.
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AUSTRIA
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Tel: +43 (0) 1-99-460-6400
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Tel: +31 (0)30-752-9500. E-mail: info@kaspersky.nl

BRAZIL

Av. Queiroz Filho. 1.700, Torre A, Conjunto 307,
Alto de Pinheiros, Sao Paulo-SP, 05319-000
Tel: +5511-3443-1706

CANADA

15 Allstate Parkway, 6th Floor, Markham,

Ontario, L3R 5B4, Canada

Tel: +1 905-415-4594. Toll Free: +1 866-295-8503.

CHINA

12th Floor, Tower B, GeHua Building, 1#Qing Long
Bystreet, Dongcheng District, Bejing 100007, China
Tel: +86 108-418-6111 / +86 400-611-6633
E-mail: klc@kaspersky.com.cn

N-305, North Tower, Software Building, 4th Avenue
80#, Tianjin Economic-Technological Development
Area, 300457, China. Tel: +86 22-6621-1221

Room 201, 202 and 210, Block 8, KIC Plaza,
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FRANCE

2 rue Joseph Monier, Immeuble I'Europeen,
Batiment C, 92500 — Rueil Malmaison/ZAC.
Rueil 2000, France, Tel: +33 825-888-612

GERMANY

Despag-Strasse 3, D-85055 Ingolstadt, Germany
Tel: +49 841-981-890

E-mail: info@kaspersky.de

HONG KONG

Room 2502, 25/F Manhattan Place,

23 Wang Tai Road, Kowloon Bay, Kowloon, Hong Kong
Tel: +852 3559-9200

E-mail: enquiry@kasperskyasia.com

IBERIA (Spain, Portugal)

Ciudad de la imagen C/Virgilio, 25A, 28223 —
Pozuelo de Alarcon, Madrid, Spain

E-mail: ventas@kaspersky.es

INDIA

Level 7, Maximus Towers Building 2A, Mindspace
Complex, Hitech City, Hyderabad, India 500 081
Tel: +91 40 40339680

E-mail: india.info@kaspersky-asia.com

Office No. 801 & 808, 8th Floor, Platinum Techno
Park, Plot No. 17 & 18, Sector 30A, Vashi,

Navi Mumbai, India-400 705

Tel: +91 22 61992525
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via Francesco Benaglia 13,
00153 Rome

Tel: +39 06 588-91

E-mail: info@it.kaspersky.com

JAPAN

Sumitomo Fudosan Akihabara Bldg. 7F, 3-12-8 Soto-
kanda Chiyoda-ku, Tokyo 101-0021, Japan

Tel: +81 3-3526-8520

E-mail: sales@kaspersky.co.jp

KAZAKHSTAN

Office 309, Kazybek Bi, 20A, Aimaty, 050010,
Kazakhstan, Tel: +7 727 2910007, 291 9799
E-mail: info@kz.kaspersky.com



KOREA

Floor 14, Yundang Building 144-23, Samsung-dong,
Kangnam-gu, Seoul, Korea (135-877)

Tel: +82 2-508-8789

E-mail: info@kaspersky.co.kr

MALAYSIA

Level 11-02, Block A, PJ8, No. 23 Jalan Barat,
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E-mail: info@kaspersky.com
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E-mail: info@kaspersky.se
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27A. ul. Krotka, 42-200, Czestochowa, Poland
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E-mail: info@kaspersky.pl
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sector 2, cod 020056, Romania
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47/3 Leningradskii Prospekt, 3rd Floor,

Moscow, 125167, Russian Federation

Tel: +7 (495) 737-34-12. E-mail: info@kaspersky.ru
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